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DRONES INCIDENTS

Unmanned aerial vehicles (UAV) are among the major growing technologies that have 

many beneficial applications, yet they can also pose a significant threat. 

Recently, several incidents occurred with UAVs violating privacy of the public and the 

security of sensitive facilities (Airports, CΙs, Stadiums, etc).

the strike against the Abqaiq petroleum processing facilities and Khurais oil field (Saudi Arabia) -
caused by swarm of drones

the shut down of Heathrow airport - caused by drone 

reports by the FBI that organized crime groups are using drones for their operations, 

president of Venezuela - assassination attempt (drone attack) 

Counter-drone technology (civilian, military). Nowadays, some civilian C-UAS are used for 

airspace protection at airports, security during large events such as music festivals and sports 

games, VIP protection, and counter-smuggling operations at prisons/borders.
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PROJECT GENERAL INFORMATION

ALADDIN

Advanced hoListic

Adverse Drone Detection

Identification & Neutralization

Programme: H2020 Secure societies – Protecting freedom and security of Europe and its 
citizens

Topic: SEC-12-FCT-2016-2017: Technologies for prevention, investigation, and mitigation in the 
context of fight against crime and terrorism

Action: Research and Innovation

Starting date: 01/09/2017

Ending date: 31/12/2020

Duration: 40 months

Security: EU Restricted (Deliverables/information)
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CONSORTIUM

Consortium
9 EU counties (Belgium, France, Germany, Greece, 
Italy, Poland, Portugal, Spain, UK) 
18 partners

12 Technical partners
6 Law Enforcement Agencies (LEAs)

Project coordinator
patrick.garnier@csgroup.eu

Website
https://aladdin2020.eu/

E-learning
https://elearning.aladdin2020.eu/

Email
info@aladdin2020.eu

mailto:patrick.garnier@csgroup.eu
https://aladdin2020.eu/
https://elearning.aladdin2020.eu/
mailto:info@aladdin2020.eu
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CONSORTIUM

Field Partner Acronym Country Role – Expertise in the project

CS  Group France
Project Coordinator, C2, sensors’ Integration, Mixed reality 
module, Specifications, Neutralisation, Innovation Plan, 
Information/Dissemination, Business Sustainability

CERTH Greece Technical Coordinator, Data fusion/Deep learning algorithms

IDS Italy Dissemination & Exploitation, 2D Radar

PIAP Poland PTZ camera

Fraunhofer Germany Acoustic sensor

SIRC Poland 3D Radar

HGH France IR panoramic camera
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CONSORTIUM

Field Partner Acronym Country Role – Expertise in the project

MC2 France Jammer

FADA Spain Rural Pilot, Physical neutralization, Evaluation framework

KEMEA Greece Urban Pilot, Training, Dissemination, EU requirements

DSTL UK EU requirements, Lessons Learnt

VUB Belgium SoEL aspects

ACCI Spain EU – Constructor & operator of CI

MIF, MIPS, PJ, ADM
France, Italy, Portugal, 
Spain

EU – Ministries, LEAs
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PROJECT MAIN OBJECTIVES

Study and develop a state-of-the-art, global, and extensible system to

Detect, Localise, Classify, and Neutralize suspicious, and potentially multiple, light UAVs over restricted areas

Develop a Counter-UAV system

Building on BOREADES system as the foundation

Sensor suite with multi-mode detection capability, innovative neutralisation capability, advanced Command 
and Control (C2) 

Consider Operational Constraints

Ease of use and deployment

Quality of detection

Safety

Provide tools for operational support

Investigations

Training

Other objectives:

To assess

Relevant technology & Threat trends

Regulations & Societal, Ethical and Legal (SoEL) 
frameworks

To develop training/knowledge material for LEAs & 
Infrastructure designers, constructors, and operators

Through Innovative Curricula
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WORK PACKAGES

2 Cycles / Iterations

9 Work Packages

37 Tasks

6 Milestones

90 Deliverables 

Overall system aiming at 
TRL6, some sub-systems 
up to TRL7 
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HOW TO PROTECT AGAINST DRONE? ALADDIN SOLUTION

Detect

Classify

Localise

Neutralise
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DETECTION – LOCALIZATION - CLASSIFICATION

Detection, Localisation, Classification using multi-sensor 
approach

2D – 3D Radar sensors

Optro–IR/thermal sensor

Acoustic sensor

RF sensor

Data fusion module

Deep learning modules
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NEUTRALISATION

Neutralise using various techniques including

Jamming

Drone interceptor

Net launcher
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ALADDIN BETA VERSION
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NOTIONAL ARCHITECTURE

Command & Control Subsystem

2D Radar 
modality

3D Radar 
modality

Acoustic 
modality

Thermal 
modality

Optro
modality

Pairing Pairing

Detection, classification and localization Subsystem

Jamming

Drone 
interceptor

Net launcher

Neutralization Subsystem

Radar capability Optro/Thermal Capability Acoustic 
capability

C2 Core & APIs

Interoperability 
Component

Human Interface 
Component

geodata

Unimodal deep learning filtering and analysis

Deep learning 
fusion Component

Simple Fusion

Raw  
data

Detection 
result

Pre-trained layers
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SCENARIOS

Main situations identified in ALADDIN project

Potential UAV actions

Malicious intentions

Negligent UAV

Accidental situation

Discussed scenarios 

Secured facility: prisons, nuclear plants, 
dams, other critical infrastructures

Airports

Governmental buildings

Temporary public events: concerts, sports 
events, agricultural shows, VIP speaking 
event

Environments

Rural

Urban

ATLAS Experimental Test Center, Spain
→ rural pilot
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SCENARIO DEMO-DRONES

Drones

➢Multicopter

➢Fixed wing

Drone Quantity Weight (kg) Size (cm) Detection

DJI Phantom 3 6 1,3 35 Yes

DJI Phantom 4 1 1,4 35 Yes

DJI Matrice 600 1 15 170 Yes

Drone Quantity Weight (kg) Span (cm) Detection

Parrot Disco 7-8 0,75 115 Yes
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DEMO - RESULTSALADDIN
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OUTCOMES

Different weather / light conditions have tested during integration   phase

➢Foggy conditions 

➢Difficulty for detection with the thermal infrared, and camera tracking

➢Flight at night (intruder drone without lights to give more 

representativeness)

➢ Impossible to detect in very dark conditions with optro camera. No effect 

on radar – good detections. 

Other circumstances which may affect 

➢Temperature, cloudy / clean sky, backlighting effect → affecting 

optro/thermal cameras 

➢Trajectories followed by the intruder drone, velocities, etc.

Evaluation of the beta system by end-users answering questionnaires
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ALADDIN VIDEO

https://www.youtube.com/embed/GYEwPkx9n4M?feature=oembed

https://www.youtube.com/embed/GYEwPkx9n4M?feature=oembed
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